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Abstract

The positive online behavior effects of digital citizenship have increasingly attracted the attention of scholars. This study
designed and tested the psychometric properties of an Adolescent Digital Citizenship Scale (DCS-A) in two independent samples
of Mexican secondary students (Sample 1, M age = 13.2 years, SD = 1.5 and Sample 2, M age = 13.4 years, SD = 1.4; N1 =
750, N2 = 750). We examined content, factorial, discriminant, concurrent validity, and reliability. We also tested the cross-
sample and gender invariance. Confirmatory factor analysis (CFA) demonstrated goodness-of-fit on a second-order factorial
model that displays three first-order factors (online ethic, online civic engagement, and online diversity acceptance). Cross-
validation confirmed the factorial structure stability of the DCS-A across the independent sample. The result demonstrated the
equivalence of the measurement model in both genders (configural, metric, and scalar invariance). The latent means comparison
indicates that females held greater online ethics, online civic engagement, and online inclusive behaviors than males. Finally, the
concurrent validity of the scale was supported by finding a positive relationship between DCS-A dimensions and defender
behavior and a negative association with passive and reinforces interventions in cyberbullying events. These results suggest that
the DCS-A is a theoretically and psychometrically grounded measure of digital citizenship in adolescents.

Keywords: Digital citizenship, adolescence, measurement, validity, reliability.

Resumen

Los efectos de la ciudadania digital sobre la conducta en linea atraen la atencion de investigadores. Se han evaluado las
propiedades psicométricas de la Escala de Ciudadania Digital en Adolescentes (DCS-A) en dos muestras independientes de
estudiantes mexicanos de secundaria (Muestra 1 M edad = 13.2 afios, DE = 1.5 y Muestra 2 M edad = 13.4 afios, DE = 1.4; N1
= 750, N2 = 750) hallando evidencias de validez de contenido, validez factorial, validez discriminante, validez concurrente y
fiabilidad. Asimismo, se evalu6 la invariancia de medida del modelo en ambos sexos y se realiz6 una validacion cruzada del
modelo confirmando la estabilidad de la DCS-A en una muestra independiente. El andlisis factorial confirmatorio revel6 el ajuste
a los datos de un modelo de segundo orden que contiene tres factores de primer orden (ética, compromiso civico y aceptacién de
la diversidad en linea). Los resultados demuestran la equivalencia del modelo de medicidon en ambos sexos (invariancia
configural, métrica y escalar). La comparacién de medias latentes indico que las adolescentes poseen mayores conductas éticas,
compromiso civico y de aceptacidon de la diversidad en linea con respecto a los adolescentes. La validez concurrente de la escala
DCS-A fue confirmada por el hallazgo de que las dimensiones de la DCS-A estan relacionadas positivamente con la intervencion
defensiva y negativamente con la intervencion pasiva y alentadora de los espectadores en las situaciones de ciberbullying. Los
resultados sugieren que la DCS-A es una medida tedrica y psicométricamente robusta de la ciudadania digital en adolescentes.

Palabras clave: Ciudadania digital, adolescencia, medicién, validez, fiabilidad.
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Resumo

Os efeitos da cidadania digital no comportamento online atraem a atencdo de investigadores. As propriedades
psicométricas da Escala de Cidadania Digital em Adolescentes (DCS-A) foram avaliadas em duas amostras independentes
de estudantes mexicanos do ensino secundario (Amostra 1 M idade = 13,2 anos, DE = 1,5 e Amostra 2 M idade = 13,4
anos, SD = 1,4; N1= 750, N2= 750), encontrando evidéncias de validade de conte(do, validade fatorial, validade
discriminante, validade concorrente e fiabilidade. Além disso, a invariancia de medida do modelo foi avaliada em ambos
os sexos e foi efetuada uma validacdo cruzada do modelo, confirmando a estabilidade da DCS-A numa amostra
independente. A andlise fatorial confirmatdria revelou a adequacao aos dados de um modelo de segunda ordem que contém
trés fatores de primeira ordem (ética, compromisso civico e aceitacdo da diversidade online). Os resultados demonstram a
equivaléncia do modelo de medicdo em ambos os sexos (invaridncia configural, métrica e escalar). A comparacao de
médias latentes indicou que as adolescentes tém comportamentos éticos, compromisso civico e aceitacdo da diversidade
online mais elevados do que os adolescentes. A validade concorrente da escala DCS-A foi confirmada pela constatagéo de
que as dimensdes da DCS-A estdo relacionadas positivamente com a intervencdo defensiva e negativamente com a
intervencdo passiva e encorajadora dos espetadores nas situagdes de ciberbullying. Os resultados sugerem que a DCS-A é
uma medida teorica e psicometricamente robusta da cidadania digital em adolescentes.

Palavras-chave: Cidadania digital, adolescéncia, medicéo, validade, fiabilidade
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Introduction

The Internet has reached a high penetration
within the adolescent population in the last
decades. Recent studies report that most of
70% of the world's population of adolescents
are Internet users (International
Telecommunication Union [ITU], 2021;
Organization for Economic Cooperation and
Development [OECD], 2020). The internet-
based activities influence adolescents'
perspectives on the self, others, and their
community. Although the Internet has brought
learning and socialization opportunities
(Areepattamannil & Khine, 2017; Coyne et al.,
2014), it also poses substantial risks for
adolescents. Internet use is currently one of the
most concerning issues among youth because
it is associated with internet addiction, health
disorders, and cyberbullying (Anderson et al.,
2017; Garaigordobil & Larrain, 2020; Reiner
et al.,, 2017; Wachs et al., 2019). Scholars
explain that these negative phenomena are
stimulated in online environments as youths
have less social control, which provides
opportunities for the transgression of civic,
moral, and social norms (Lee et al., 2016;
Notten & Nikken, 2016). Given the Internet's
influence on youth socialization, there is a
need to educate adolescents about behaving
responsibly online (Choi et al., 2017; Kim &
Han, 2020; United Nations Educational
Scientific and Cultural Organization [Unesco],
2020).

Digital literacy has previously been brought
forward as a solution to the harmful effects of
the internet on the most vulnerable population:
adolescents and youths. Digital literacy
promotes internet-based skills such as creating
and sharing information, using privacy
settings, and performing identity protection
behaviors (Almerich et al., 2021; Hernandez-
Martin et al.,, 2021; Lau & Yuen, 2014).
Although digital literacy remains an essential
component of adolescent online behavior,
current research underlines the need to
promote other behaviors related to digital
citizenship that encourage individuals to
participate in online environments positively,
critically, and socially (Choi, 2016; Kim &

Choi, 2018; Jones & Michell, 2016; Ribble,
2015; Subrahmanyam & Smahel, 2011).
Digital citizenship should be differentiated
from simple digital literacy education and
problematic internet use prevention because it
seeks to educate individuals to use such skills
positively and critically online. Thus, research
on digital citizenship is a crucial starting point
for adolescents' prosocial online socialization,
which has encouraged online opportunities and
hindered online risks.

Digital Citizenship

Citizenship is essential for raising
individuals to be active and productive
members of society. Scholars agree that an
essential aspect of citizenship is to move
beyond self-interest to the commitment to the
well-being of others (Sherrod et al., 2002;
Choi, 2016). Similarly, digital citizenship
leads individuals to be functional in online
environments by internalizing the rights and
responsibilities of others and their
communities in the online setting. Even though
current definitions of digital citizenship vary
throughout the literature (e.g., Choi, 2016;
Heath, 2018), all these definitions include
respectful online relationships with others and
support for one’s community as critical traits
of individuals. As digital citizens, individuals
are expected to go from self-interest for
personal safety and well-being to supporting
positive behaviors to achieve well-being for
individuals and larger groups. These prosocial
behaviors have been documented throughout
the literature. Some studies (Claravall &
Evans-Amalu, 2020; Harrison & Polizzi, 2022;
Mueller et al., 2011) have consistently reported
a positive association between digital
citizenship and psychological resources such
as empathy and self-regulation. Likewise,
digital citizenships reduce problematic online
behaviors have been found, such as
cyberbullying, hate speech, and hacking
(Castafio-Pulgarin et al., 2021; Kim & Han,
2020; Marcum et al., 2014; Zhu et al., 2021).

Then, the educational effort can be focused
on encouraging personal and socially
responsible internet uses in adolescents.
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Encouraging digital citizenship through these
dimensions remains critical for developing
online prosocial behaviors in adolescents.
Online ethical behaviors reflect an adolescent
concern and respect for other people's or
groups' beliefs and worldviews in online
interactions. Online civic engagement refers to
individual actions (such as sharing information
and skills with community members,
volunteering, and supporting charities) to
enhance the community or well-being of its
members (Choi et al., 2017; Dedebali &
Dasdemir, 2019; Jones & Michell, 2016). On
the other hand, online diversity acceptance
implies that adolescents accept and maintain
positive relationships with people with
differences, such as cultural backgrounds,
socioeconomic status, and sexual orientation
(Kim & Han, 2020; Unesco, 2020). The
development of acceptance is based upon our
capacity to accept that people with different
beliefs and customs should be treated equally
and respectfully. These three dimensions of
digital citizenship are development tasks
because they are considered critical to
adolescent  well-being and  functioning
democracy (Guasp-Coll et al., 2021; Jugert et
al., 2013).

Educational actions could facilitate these
digital citizenship dimensions by promoting
assertive conflict resolution, moral character,
training interpersonal competencies, self-
confidence, and mature identity (Crocetti et al.,
2014; Jugert et al., 2013). Then, evaluating
these interventions and the consequences of
digital citizenship requires theoretically and
psychometrically grounded scales.

Measures of Digital Citizenship

A growing interest in the construct has led
several scholars (see Al-Zahrani, 2015; Choi et
al.,, 2017; Isman & Gungoren, 2014; Kara,
2018; Kim & Choi, 2018; Nordin et al., 2016)
to develop different scales aimed to measure
digital citizenship. However, most of these
scales target adults, especially college
students, and teachers; both populations are
typically more detached from internet misuse
than adolescents. Moreover, most current

scales (Al-Zahrani, 2015; Isman & Gungoren,
2014; Kara, 2018; Nordin et al., 2016) measure
some dimensions of digital citizenship, such as
digital literacy, safety, and etiquette, but leave
aside significant other prosocial-leading
dimensions such as ethics, civic engagement,
and diversity acceptance.

To our knowledge, only two scales attempt
to assess digital citizenship using prosocial-
leading behaviors such as ethics, civic
engagement, and diversity acceptance;
however, they need to consider these factors
jointly. The Digital Citizenship Behavior Scale
(DCBS; Jones & Michell, 2016) is a
multidimensional scale to assess US
adolescents’ online respect and civic
engagement. On the other hand, the
Multicultural Acceptability Scale (Kim & Han,
2020) was designed to measure multicultural
acceptance in Korean adolescents. Whereas
current scales aim to measure online behaviors
of Asian, European, and US adolescent
populations, we believe that some indicators
and evolving patterns of digital citizenship
may vary across Latin-American cultures.
Even though both scales assess prosocial-
leading behaviors such as ethics, civic
engagement, and diversity acceptance while
measuring digital citizenship, they do not do so
comprehensively.

Unlike previous research, we sought to
develop a scale to measure digital citizenship
that involves prosocial-leading factors that
include ethics, civic engagement, and diversity
acceptance and then were examined
concurrently. The scale development process
was guided by conceptualizing digital
citizenship dimensions proposed in the past
and emerging literature (see Curran & Ribble,
2017; Jones & Michell, 2016; Kim & Han,
2020). The goal was to design a theoretically
and psychometrically grounded scale to assess
digital citizenship that captures adolescent
ethics, civic engagement, and diversity
acceptance.
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Gender Differences in Digital Citizenship

In addition to being limited, empirical
evidence regarding gender behavior in online
environments remains inconclusive. While
some studies report higher levels of digital
citizenship in males (Lyons, 2012; Martin et
al., 2020), others (Jones & Mitchell, 2016)
found higher levels in females. Nonetheless,
all of these results should be taken with caution
since it is unclear if the results are due to actual
differences in these groups or differences in the
structure of the measurement (Putnick &
Bornstein, 2016). Thus, there is a need to
examine whether the DCS-A is a comparable
measure across gender; this condition would
bring better certainty while exploring
differences within these populations (Brown,
2015; Putnick & Bornstein, 2016).
Measurement invariance is necessary for a
meaningful comparison of digital citizenship
between genders, which could be used to
predict online behaviors better.

Relationships with External Variables

Scholars define cyberbullying as repetitive
and intentional interpersonal aggressive
behaviors perpetrated via technology to hurt
the victim (Hinduja & Patchin, 2008;
Tokunaga, 2010). Bystander intervention is
essential in  explaining differences in
cyberbullying rates and their effects on victims
(Balakrishnan, 2018; Zych et al., 2019). The
literature consistently reports that bystanders
may adopt three stances: outsiders, reinforcing
the aggression, or defending the victims
(Machackova et al., 2018; Sarmiento et al.,
2019). While outsider or reinforcing
interventions were positively associated with
cyberbullying and harmful consequences for
the victims, defender interventions may hinder
cyber aggression and attenuate its negative
effect on victims (DeSmet et al.,, 2019;
Holfeld, 2014; Torgal et al., 2021).
Understanding what leads bystanders to
intervene remains critical to explaining
differences in school cyberbullying (Bauman
etal., 2020; Lambe et al., 2019; Patterson et al.,
2017).

Empirical research is scarce in exploring the
relationship between online ethics, online civic
engagement, and online diversity acceptance
with adolescent non-prosocial and prosocial
online behaviors. However, available studies
(Choi et al., 2017; Jones & Mitchell, 2016;
Kim & Choi, 2018; Kim & Han, 2020;
Vlaanderen et al., 2020; Zhong et al., 2021)
consistently report positive effects of these
digital citizenship dimensions on adolescent
online behavior. For example, previous
research (Jones & Mitchell, 2016; Vlaanderen
etal., 2020) suggests that digital citizenship led
bystanders to adopt a defensive intervention.
Thus, concurrent validity was tested by
examining the association between digital
citizenship and types of bystander intervention
in cyberbullying events.

The Present Study

Previous studies have confirmed that digital
citizenship promotes prosocial behaviors
towards others and the community.
Furthermore, three critical gaps in the
measurement of digital citizenship in
adolescents need to be attended to. First,
previous studies did not examine the goodness-
of-fit of a second-order factor measurement
model that includes ethics, civic engagement,
and diversity acceptance aspects of digital
citizenship. Second, no studies known by the
authors explored measurement invariance of
the model with significant variables, such as
gender. Third, studies about the external
validity of measures of digital citizenship still
need to be expanded. Moreover, current
studies have not yet examined the
psychometric properties of a scale to measure
digital citizenship that includes dimensions
considered in our measurement model in Latin
American adolescents. Under this context, the
present study developed and tested a
multidimensional digital citizenship
measurement model in adolescents using two
independent samples. The discriminant
validity of each DCS-A subscale was
examined. Then, the measurement invariance
by gender was analyzed. Later, the latent
variable means across gender were compared
only when a scalar measurement invariance
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was confirmed. The concurrent validity of the
scale was tested by analyzing its relationships
with styles of bystander intervention in
cyberbullying events.

Several hypotheses were explored to
accomplish these purposes. Hypothesis 1
(internal structure): The three first-order
factors will display a one-dimensional second-
order with fit to the data. Hypothesis 2 (cross-
validity): The measure's properties factor
model derived from the calibration sample
(Sample 1) is replicated in a cross-validation
sample (Sample 2). Hypothesis 3 (discriminant
validity): Each subscale of DCA-A measures a
unique construct. Hypothesis 4 (reliability):
Scores have acceptable reliability (composite
reliability and average variance extracted).
Hypothesis 5 (measurement invariance): The
scale is an equivalent measure by gender.
Hypothesis 6 (means comparisons): Gender
differences hypotheses were not considered
due to the contradictory results in the previous
literature. Hypothesis 7 (concurrent validity):
Online ethics, online civic engagement, and
online diversity acceptance behaviors are
positively associated with bystander defender
intervention in cyberbullying events and
negatively with bystanders being outsiders or
reinforcing bullying intervention.

Method
Participants

Participants came from 25 public urban
secondary schools in Sonora and 25 from
Sinaloa, Mexico. The public urban Mexican
secondary schools include students with
various socioeconomic statuses, mainly lower
and middle-class students (National Institute
for Education Evaluation [INEE], 2019).
Sample 1 (calibration sample) included 750
adolescents (30 of each school) of Sonora
(48% girls and 52% boys), with ages from 12
to 15 years old (M age = 13.2 years, SD = 1.5).
Sample 2 (cross-validation sample) included
750 (30 for each school) adolescents of Sinaloa
(49% girls and 51% boys) adolescents ranging
between 12 and 16 years old (M age = 13.4
years, SD = 1.4). 43% attended first secondary
grade, 37% second, and 30% third.

Measures
Digital Citizenship Behavior in Adolescents

The Adolescent Digital Citizenship Scale
(DCS-A) was developed for the study. Seven
items were brought from the Digital
Citizenship Behaviors Scale (Jones & Michell,
2016), and one additional item was brought
from the Multicultural Acceptance Scale (Kim
& Han, 2020). From the results of working
with two focus groups, 15 additional items
were added, which were grouped into the three
targeted dimensions of digital citizenship
(ethics, civic engagement, and diversity
acceptance) according to their content.

During item development, we conducted
two focus group interviews that included 12
Mexican students (6 males and 6 females) from
six high schools (four for first, second, and
third grade) who voluntarily agreed to
participate. During focus group sessions, we
defined digital citizenship with student
participants as “a responsible online behavior
that involves ethics, civic engagement, and
diversity acceptance.” Then, students shared
their thoughts and experiences based on two
overarching questions: (a) How would you
define ethical behavior, civic engagement, and
diversity acceptance practices? (b) What
digital behaviors do you practice online that
indicate ethical civic engagement and inclusive
practices?

Then four researchers with expertise in
digital citizenship were brought in to assess the
relevance of each of the 23 items on a 4-point
scale ranging from 1 = not relevant to 4 = very
relevant). Items with good content-related
validity (Content validity index ICV > .78;
Polit et al., 2007; Wynd et al., 2003) were
retained for the final version of 21 items in the
DCS-A (see Table 1). This set of items was
used to conduct the present study. Items are
indicators of digital citizenship, online
ethics (7 items, e.g., “When posting or sending
pictures of others, | take care to do not to
embarrass them or get them into
trouble.”), online civic engagement (7 items,
e.g., “I have used the internet to advocate for
charity activities that support disadvantaged
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people in my community.”), and online
diversity acceptance (7 items, e.g., “I am
involved in social networks with people from
different cultural backgrounds.”). Response
options used a 5-point Likert format ranging
from 0 = Never to 4 = Every time.

Bystander Intervention in Cyberbullying

Bystander intervention in cyberbullying
was measured using three subscales from the
Cyberbullying  Bystander Scale (CBS;
Sarmiento et al., 2019). The scale comprises 18
items in Likert-type format (0 = Neverto 4
=Very Frequently) to statements beginning
with the sentence “In the last 12 months, how
did you respond online to a peer who was
cyberbullying?” Items were grouped into three
dimensions: (a) Outsider (5 items, e.g., “I see
on the internet and social networks how some
people upload photos or videos that harm
others; however, I say nothing to defend them”
(composite reliability CR = .88, average
variance extracted AVE =.59), (b) Defender of
cyber victims online (6 items, e.g., “When I am
on social media, and | see that some people
harass others who cannot defend themselves, |
tell them not to do it,” (CR = .90, AVE = .63),
and (c) Reinforce of the cyberbully online (7
items, e.g., “When interacting in social
networks on the internet, | see people who
harass others and let them know that I find it
funny,” CR = .89, AVE = .64). The
confirmatory  factorial analysis (CFA)
indicated the model fit to the data (SBX?=
38.68, df = 25, p = .041; SRMR = .04; CFI =
.99; TLI = .98; RMSEA = .033, 90% CI [.02,
.05]).

Procedure

Data was collected in classrooms during
school hours in January and February of 2022.
The researchers obtained approbation from the
Ethical Committee of the Technological
Institute of Sonora (Number 2022_0003).
Parents signed a consent letter to allow their
children to respond to the questionnaires. Only
6% of parents did not allow their children to
participate. We reminded adolescents that
participation was voluntary and that they could
withdraw from the study.

Data Analyses

The missing data in all variables were less
than 5%. They were treated with multiple
imputation procedures available in SPSS 26.
Descriptive item examinations (mean, median,
standard deviations, skew, and kurtosis) were
calculated using the SPSS 26 software. A
robust maximum likelihood estimator (MLR)
was performed to estimate CFA using Mplus
8 software. To examine univariate normality,
we used a test based on the skewness and
kurtosis ~ values  (Ho, 2006). The
statistical Z value is calculated as Z skewness
= skewness/Vse skewness and Z kurtosis =
kurtosis/\se kurtosis. If the Z value exceeds +-
3.09, the normality assumption at the .001
critical probability level is rejected.

To meet our research objectives, we
performed the next steps. First, we examined
the fit of a three-dimensional first-order factors
model with all factors intercorrelated. After
confirming the fit of this model, we modeled
these three first-order factors as latent
indicators of the second-order factor model of
digital citizenship dimensions. Then, we tested
the goodness-of-fit using the Satorra-Bentler
statistic (SBX? with p> .001), standardized
root means the square error of approximation
(SRMR < .08), comparative fit index (CFI >
.95), Tucker-Lewis index (TLI >.90), and root
mean square error of approximation (RMSEA
< .08) (Brown, 2015; Byrne, 2012). We
compared the goodness-of-fit of first-order and
second-order factor models using differences
in SBX? and Bayesian information criterion
(BIC). Structural equation modeling literature
(SEM) posits that when differences in the
(ASBX?, p < .001) are significant; a model
with less SBX? has a better adjustment.
Additionally, we compared models fit using
differences in BIC (ABIC). ABIC > 10
indicates differences in the model’s fit to the
data, a model with less BIC has a better fit. If
these criteria disagree, we relied on BIC
differences because SBX? statistic is sensitive
to sample size (Byrne, 2012; Muthén &
Muthén, 2017).
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Sample Cross-Validation

Measurement model stability in an
independent sample was examined using a
multigroup approach (Byrne, 2012). Based on
the literature, we tested: (a) configural
invariance (the number of constructs and the
observed variables associated with each
construct is the same across samples), (b)
metric invariance (constrained factor loadings
are equal across samples), and (c) scalar
invariance (constrained measurement intercept
is equal across samples). When a difference in
the SBX? is larger than the critical p-value (p <
.001), constraints are not equivalent across
groups (Brown, 2015; Putnick & Bornstein,
2016). However, since the ASBX? statistic is
sensitive to larger sample sizes, it is advocated
to use goodness-of-fit indexes, such as ACFI
and ARMSEA (Cheung & Rensvold, 2002;
Byrne, 2012). This study additionally utilized
the difference in CFI (ACFI), which should be
less than .01, and differences in RMSEA
(ARMSEA), which should be less than .015. If
the results of these procedures differed, we
trusted the changes in CFl and RMSEA based
on the structural modeling literature (SEM)
recommendations (Cheung & Rensvold, 2002;
Putnick & Bornstein, 2016).

Discriminant Validity

The discriminant validity of each subscale
(online ethics, online civic engagement, and
online  diversity acceptance behaviors)
demonstrated that the latent constructs are
genuinely distinct. Based on the literature, we
assumed that discriminant validity is
confirmed if the square correlation between
scales is less than the average variance
extracted from each scale (Fornell & Lacker,
1981; Hair et al., 2010).

Reliability

Reliability was tested using composite
reliability (CR) and average variance extracted
(AVE). Based on the guidance from the
literature, we considered CR > .70 and AVE >
.50 to indicate acceptable reliability (Hair et
al., 2017; Peterson & Kim, 2013).

Measurement Invariance by Gender

Measurement invariance by gender was
examined by using a multigroup approach. The
invariance of several nested models was tested:
configural, metric, and scalar. Invariance was
confirmed when the value of SBX2 was larger
than the critical value (SBX2 with p < .001),
the difference in CFI (ACFI) was less than .01,
and differences in RMSEA (ARMSEA) less
than .015 (Cheung & Rensvold, 2002; Putnick
& Bornstein, 2016).

Latent Means Comparison

If scalar invariance was confirmed, latent
mean differences were tested by gender. The
reference group (males) factor means were set
to zero, while group factor means for females
were estimated freely. A z statistic was used to
calculate the differences (Byrne, 2012).

Concurrent Validity

The correlation between digital citizenship
dimensions and styles of bystander
intervention (outsider, reinforce, or defender)
in cyberbullying events was calculated using
Spearman’s correlation coefficient. Based on
Funder and Ozer’s (2019) guidelines, an r of
.10 suggests a small, r of .20 medium, and r of
.30 a large effect size.

Results

Descriptive Analysis

We found that some items depart from
univariate normality. However, skew and
kurtosis values are less than 2 and 7,
respectively, which indicates that it is very
unlike that there is a significant distortion in
the data (Bandalos & Finney, 2019).
Additionally, we used in the model evaluation
a robust  procedure  (Satorra-Bentler
corrections)  unaffected by  normality
departures (Byrne, 2012; Mueller & Hancock,
2019). Values of means and medians indicate
that two sample items are centered in the
"sometimes"” category or the "almost every
time" category, suggesting that adolescents
occasionally display digital citizenship
behaviors (see Table 1).
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Table 1. Descriptive Analysis of DCS-A Items in Sample 1 and Sample 2

Sample 1 Sample 2

Item M Md SD  Skew  Zgew Kurt Zyurt M Md SD  Skew Zskew Kurt Ziurt

1 263 3 155 -068 1.78 -1.11 241 2.83 3 1.26 -0.89 2.17 -0.18 0.38
(.15) (:21) (.17) (:23)

2 294 3 154 -113 297 -041 0.89 3.14 3 117  -1.34 3.26%** 0.92 1.95
(.15) (:21) (.17) (:23)

3 284 3 133 -1.02 268 -0.17 0.36 2.79 3 1.18 -0.75 1.82 -1.25 2.65
(.15) (:21) (17) (.23)

4 281 3 152 -089 234 -0.72 1.56 3.07 3 117  -1.24 3.02 0.72 1.53
(.15) (.21) (17) (.23)

5 158 2 122 043 1.13 -1.57 3.41*** 188 2 159 0.08 0.19 -1.57 3.34%**
(:15) (:21) (.17) (:23)

6 293 3 146 -1.09 286 -0.29 0.63 3.07 3 1.09 -1.12 2.73 0.65 1.38
(-15) (:21) (17) (:23)

7 259 3 151 0.65 1.71 -1.04 2.26 3.01 3 117  -1.07 2.61 0.36 0.76
(-15) (:21) (-17) (:23)

8 1.47 1 132 043 1.13 -1.13 2.45 212 2 137 -0.15 0.36 -1.16 2.46
(:15) (:21) (.17) (:23)

9 190 2 146 005 0.13 -1.32 2.86 2.08 2 121 -0.49 1.19 -0.48 1.02
(.15) (:21) (.17) (:23)

10 205 2 152 -0.07 0.8 -1.48 3.21*** 219 2 135 -0.21 0.51 -1.08 2.29
(:15) (:21) (.17) (:23)

11 185 2 152 011 0.28 -1.40 3.04 2.01 2 137 -0.18 0.43 -1.02 2.17
(:15) (:21) (.17) (:23)

12 193 2 164 0.16 0.42 -1.26 2.73 1.84 2 156 0.22 0.53 -1.16 2.46
(.15) (:21) (.17) (:23)

13 209 2 133 -022 057 -1.11 241 1.92 2 167 -0.34 0.82 -1.41 3.00
(.15) (:21) (17) (:23)

14 178 2 142 -036 0.94 -1.32 2.86 1.79 2 1.29 -0.56 1.36 -1.12 2.38
(.15) (.21) (17) (.23)

15 253 2 111 -092 242 -.06 0.13 1.66 2 233 -1.02 2.48 0.81 1.72
(.15) (.21) (17) (.23)

16 249 2 184 043 1.13 -1.21 2.63 2.62 3 1.15 -0.39 0.95 -1.17 2.48
(.15) (:21) (.17) (:23)

17 286 3 097 -113 297 -1.63 3.54***  3.02 3 1.81 -0.65 1.58 -1.58 3.36
(-15) (:21) (-17) (:23)

18 287 3 183 -0.76 2.00 -1.45 3.15%** 282 3 211 -0.85 2.07 -1.15 2.44
(-15) (:21) (-17) (:23)

19 322 3 166 1.09 2.86 -1.73 3.76%**  3.12 3 143 -1.04 2.53 1.19 2.53
(:15) (:21) (.17) (:23)

20 274 3 1.73 0.65 1.71 -0.59 1.28 2.98 3 129 -0.88 2.14 0.93 1.97
(:15) (:21) (.17) (:23)

21 347 3 121 0.39 1.02 -0.82 1.78 3.54 3 1.09 -043 1.04 0.52 111
(.15) (:21) (17) (:23)

Note. Skew and kurtosis standard deviation are reported in parenthesis.

Assessing Dimensionality
Sample 1 (Model calibration N = 750)

Confirmatory  factor analysis (CFA)
suggests that a three-first-order factor model
(Model A) has an acceptable goodness-of-fit to
the data (SBX? = 102.46, df = 46, p < .001;
SRMR =.07; CFl =.94; TLI = .92; RMSEA =
.06, 90% CI [.04, .08], BIC = 150.21). The
literature suggests modification indexes above
five indicate model misfit areas (Brown, 2015;
Byrne, 2012). Based on this result, we
modified the model by adding covariance
between items 3 and 6. These changes

improved the fit of the measurement model
(SBX?=64.09, df =42, p =.015; SRMR =.05;
CFl =.97; TLI =.96; RMSEA =.043, 90% ClI
[.022, .061]; BIC = 132.02). All the factor
loadings are statistically significant (p < .001)
(see Figure 1). The correlation between three
factors is statistically significant: ethics with
civic engagement (r= .47, p < .001), ethics
with diversity acceptance (r = .54, p < .001),
and civic engagement with diversity
acceptance (r= .52,p< .001). The
correlations' values suggest a second-order
model is possible (Byrne, 2012).
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Figure 1. Three First-Order Factor Model of Adolescents’ Digital Citizenship Behaviors.
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The second-order factor model (Model B;
see Figure 2) had a fit to the data (SBX? =
60.23, df = 43, p = .042; SRMR = .04; CFI =
.97; TLI =.97; RMSEA = .039, 90% CI [.027,
.059], BIC = 115.19). The factor’s loadings
were significant (p < .001). The reliability of
online ethics (CR = .86, AVE = .55), online
civic engagement (CR = .88, AVE = .54), and
online diversity acceptance (CR =.92; AVE =
.67) factors were acceptable. The difference

between Model A and Model B is not
statistically significant (ASBX? = 3.86, Adf =
1, p = .049), but BIC in Model B is smaller
than in Model A. This difference is greater than
10 (ABIC = 16.83), which suggests a better
adjustment in model B (see Table 2).
Therefore, we chose Model B for the
remaining analyses based on statistical and
theoretical considerations.
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Table 2. Goodness-of-fit Statistic of the Hypothesized Three First-Order and One Second-Order Models
Factor Model (N = 750)

Model SBX? df ASBX? Adf p BIC ABIC
A. Three first-order factors 64.09 42 132.02
B. One second-order factor 60.23 43 3.86 1 .049 115.19 16.83

Figure 2. Final Factor Model of Adolescents’ Digital Citizenship Behaviors Depicting a Second-Order
Factor
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Note. Standardized coefficients are reported.
***p <.001.

Sample 2 (Model Cross-Validation) SRMR =.05; CFl =.95; TLI = .94; RMSEA =
.04, 90% CI [.02, .05]), metric and scalar
model invariance confirmed in the two
samples (see Table 3). We concluded from
these results that the second-order factor model
is equivalent in both samples.

A multigroup technique was used to test
model stability in samples 1 and 2. The
multigroup analysis provided evidence of
configural (SBX? = 115.45, df = 84, p = .013;
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Table 3. Results on Measurement Invariance Properties Across Calibration (N = 750)
and Cross-Validation Sample (N = 750)

Invariance SBX? df ASBX? Adf p ACFI ARMSEA
Configurational 120.46 86

Metric 135.54 97 15.08 11 179 .006 .003
Scalar 143.67 98 23.21 12 .026 .007 .002

Measurement Invariance by Gender (N = 1500)

The configural model that assumed no
constraints across groups was used as a
baseline model. The CFA confirmed the
goodness-of-fit of the configural model
(SBX2 = 112.84, df = 84, p= .019; SRMR =
.06; CFI =.97; TLI =.93; RMSEA = .05, 90%
CI [.04, .07]). When factor loadings were fit to
be similar across gender (metric invariance),
the differences in SBX?2among models

configural and metric were not statistically
significant (p> .001), and the CFI and
RMSEA results were less than .01 and .015,
respectively. Then, factor loadings and
intercepts were fixed to be equal by gender
(scalar invariance), and the difference in
the SBX? statistic was not  statistically
significant (p > .001); also, there was no
substantial modification in CFl and RMSEA
(see Table 4).

Table 4. Goodness-of-Fit Statistic for Testing Measurement Invariance by Gender

Invariance SBX? df ASBX? Adf p ACFI ARMSEA
Configural 112.68 84
Metric 145.06 95 7.02 11 197 .001 .003
Scalar 152.08 96 11.94 12 451 .007 .002

Latent Means Differences

Latent means differences were examined in
the DCS-A factors by gender, with the boys
selected as the reference group, and their latent
means were set to zero. The means of the girls
denoted the difference in latent means between

the two groups. In both samples, girls scored
higher on online ethics, civic engagement, and
diversity acceptance behaviors than males. The
effect size indicates these differences have
theoretical and practical implications (see
Table 5).

Table 5. Latent Means Differences in DCS-A Factors

Factor

z p Cohen’sd

Online ethics
Online civic engagement
Online diversity acceptance

032 201 .044 0.17
047 252 .012 0.21
0.31 3.67 .019 0.22
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Discriminant Validity (N = 1500)

Subscales of DCS-A had adequate
discriminant validity according to the rule of
thumb suggested in the literature (Fornell &
Lacker, 1981; Hair et al., 2010). The results
confirmed that the square of the correlations
(R?) between DCS-A factors was less than the
AVE of these subscales (see Table 6).

Concurrent Validity

As expected, online ethics, civic
engagement, and diversity acceptance
behaviors were negatively correlated to
bystanders taking outsiders or reinforcing
bully behaviors in cyberbullying events and
positively with bystanders defending cyber
victims online. The values of the correlations
indicate a small (r >.10) to high (r >.30) effect
size, which indicates the explanatory and
practical consequences of these relationships
(see Table 6).

Table 6. Intercorrelations Between DCS-A Factors and Styles of Bystander
Intervention in Cyberbullying Events

Measures 1 2 3 4 5 6
AVE = 55 AVE = 54 AVE = .67

1.0OE -

2. OCE A7F** (122) -

3. ODA S54*** (129) S51*** (126) -

4. 0B -.18*** (.03) - 13*** (.02) -.26*** (.07) -

5.RB -.28*** (,08) -.22%** (. 05) -20%** (08)  .22%** -

6. DB 31*** (110) 27***(.08) 33F*F*(11) - 19%** - 17x** -

Note. OE = online ethics; OCE = online civic engagement; ODA = online diversity acceptance; OB =
outside bystander behaviors; RB = reinforcing bystander behaviors; DB = defending bystander behaviors.

Squares correlations are reported in parentheses (R?)

**%p < 001

Discussion

In an era where individuals have shown
growing aggressive behaviors and people are
increasingly forced to interact online,
understanding  the  underpinnings  of
responsible use of technology continues to
gain relevance. Hereafter, healthy and
responsible online interactions are essential for
adolescents’ socialization, as these are part of
their daily life and, thus, will impact their
future behaviors. Digital citizenship has
proven helpful in explaining, predicting, and
improving adolescent online behavior. Thus,
measuring digital citizenship remains critical
in identifying the leading factors that lead
adolescents  toward responsible  online
behavior.

In this study, we examined a
multidimensional model of digital citizenship
associated with adolescent prosocial behaviors
toward others and the community. First, the

findings supported that data fit a second-order
measurement model for digital citizenship with
three first-order factors (online ethics, online
civic engagement, and online diversity
acceptance). Second, there is empirical
evidence of first-order discriminant validity.
This result suggests that future studies should
examine different antecedents and
consequences of these factors. Third, it
confirmed the measurement invariance of the
second-order factor model for males and
females, which is critical for future studies that
examine gender group differences in the
causes and consequences of digital citizenship
factors. Finally, we confirmed that digital
citizenship factors are associated with
bystander prosocial (defender) and anti-social
(outsider and reinforcing) online behaviors.
These findings suggest that the scale can
explain adolescents’ online behavior to others.
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Model Dimensionality

Our findings confirm a
multidimensional conceptualization of digital
citizenship in line with current literature (Choi,
2016; Curran & Ribble, 2017; Kim & Han,
2020; Jones & Michell, 2016). The
hypothesized second-order factor model shows
that answers to the DCS-A can be arranged
into one second-order factor that subsumes
three first-order (ethics, civic engagement, and
diversity acceptance behaviors). Discriminant
validity analysis confirmed that subscales of
DCS-A measure a unigue construct. Based on
this result, we recommend examining whether
the three dimensions of digital citizenship have
different underpinnings and effects for future
research. Additionally, different educational
practices must foster these dimensions. In
other words, research and intervention in
digital citizenship education should explore
variables that explain each subscale and their
specific consequences on digital citizenship
behaviors. These results suggest that DCS-A is
a robust psychometric scale to measure this
construct in Mexican adolescents. These
results are critical, given the scale's potential to
provide essential information that might
advance the current understanding of digital
citizenship and inform future decisions of
policymakers.

Measurement Invariance

Our findings support measurement
invariance of the DCS-A by gender. That is,
digital citizenship is a psychometrically
equivalent measure of digital citizenship in
males and females. Hence, it is possible to
consider that differences in group factor
responses result from differences in digital
citizenship behaviors rather than measurement
bias. This result allows researchers to make
meaningful conclusions and hypotheses about
the influence of gender on digital citizenship in
adolescence and how digital citizenship
evolves in both genders.

Based on the confirmation of scalar
invariance, we analyzed the latent mean
differences in the first-order factor (online
ethics, civic engagement, and diversity

acceptance). The study revealed that mean
scores for males are significantly lower than
for females in online ethics, civic engagement,
and diversity acceptance behaviors. These
results are consistent with Jones and Michell's
(2016) findings. Although further studies are
necessary, these results suggest that female
adolescents behave more frequently as
prosocial digital citizens in online interactions.
Thus, future research should examine cultural
and psychological variables related to these
differences in gender and the effects of these
differences on adolescent digital education.

External Validity

Consistent with previous studies, we
found that online ethics, civic engagement, and
diversity acceptance behaviors are positively
associated with  defending  bystanders.
Likewise, results indicate a negative
association with anti-social online bystander
behaviors (passive outsider or reinforced
cyberaggression) in cyberbullying events
(Jones & Miitchell, 2016; Vlaanderen et al.,
2020). The effect size of these correlations
suggests explanatory and practical
consequences of this relationship in the short
and long term. Overall, findings suggest that
digital citizenship should be considered a
critical construct to explain adolescent
prosocial or anti-social online behaviors in
cyberbullying events.

Theoretical and Practical Implications

The study provides researchers with a
robust psychometric multidimensional scale
for assessing digital citizenship in adolescents.
Furthermore, it demonstrates that online ethics,
civic engagement, and diversity acceptance
behaviors are critical dimensions of digital
citizenship in adolescents. Results also
confirm that these digital citizenship
dimensions help explain adolescent online
prosocial and antisocial behaviors. In line with
previous research, these dimensions of digital
citizenship were found to encourage defender
bystander intervention and hinder outsider or
reinforcing bystander behavior in
cyberbullying events. Thus, future research
should explore the effects of online ethics,
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civic engagement, and inclusive behaviors on
adolescents' online interpersonal and social
behaviors. Additionally, as a result of the
analysis of mean differences, male adolescents
were identified to have lower scores on digital
citizenship factors, suggesting that digital
citizenship education programs should focus
on them. However, these results require further
research to explore what triggers and affects
such differences.

Findings from this study have implications
for practice in helping the academic
community understand the roots of behavioral
transformation in youths, which may rest in
promoting civic behaviors by fostering civic
behaviors through different and diverse
programs in and out of classrooms. As
suggested, further research is imperative given
the growing need to educate and reeducate
youths for interacting with civic manners in
online environments.

Limitations

While the results above support the use of
DCS-A, this research has limitations worth
mentioning. First, the scale is a self-reported
measure of digital citizenship behaviors in
adolescents. Students' responses may be
influenced in a socially desirable way, thus
occasioning bias in the findings. Future studies
should use diverse measurement methods (e.g.,
interviews or observation) and report sources
(e.g., teachers and parents). Second, the study
samples are from public schools in two states
of northwest Mexico. It is warranted to do
cross-validation studies of the DCS-A from
diverse regions and cultural contexts
throughout Mexico (rural and indigenous
adolescents). Also, cross-cultural studies that
involve other countries are recommended.
Finally, the cross-sectional design does not
assess longitudinal invariance or
understanding of how these constructs evolve
and does not assume the causal relationship
between dimensions of digital citizenship and
adolescents' online behavior. Therefore,
longitudinal or experimental research should
be pondered to analyze the consequences of

digital citizenship on adolescent online
behaviors.

Implications for Future Research

The study represents a significant starting
point in exploring digital citizenship in
adolescents. Despite study limitations, the
DCS-A presents a solid theoretical and
empirical basis for better understanding the
digital citizenship construct. Considering the
values of digital citizenship in a digital society,
research can use digital citizenship scales
capable of offering valid and reliable
information about this construct. The empirical
evidence supports both genders' validity and
measurement equivalence of a second-order
factor model of digital citizenship, subsuming
three first-order factors (online ethics, online
civic engagement, and online diversity
acceptance behaviors), which help explain
adolescent online behaviors. These results
highlight the relevance of the scale for
professionals committed to developing
psychoeducational interventions to develop
interpersonal digital citizenship in adolescents.

Future research should move from digital
citizenship behaviors to explore the factors that
encourage online citizenship behaviors, such
as parental autonomy support (Wang et al.,
2021). Furthermore, variables that hinder
citizenship behaviors should be examined,
such as emotional factors and lack of resources
(Bauml et al., 2022). Additionally, scholars
should analyze how to create opportunities in
the educational environments for students’
civic online behaviors.
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Appendix
Adolescent Digital Citizenship Scale

Online Ethics

In online interaction...

1. When | face any disagreement online, | watch my language, so it does not come
across as mean.

2. When posting or sending pictures of others, | do not to embarrass them or get them
into trouble.

3. My favorite places to be online are where people are respectful toward each other.
4. | ensure that things I post will not lead me to regret them later.

5. 1 do not get involved in disputes and offensive interactions on the internet.

6. I am careful about how I say things online, so they do not come across the wrong
way.

7.1 do respect others’ posts and opinions, even though they do not represent me.
Online Civic Engagement

| have used the Internet to....

8. Improve my school or my community in some way.

9. Help schoolmates or other people.

10. Share publications about missing persons.

11. Raise awareness about social issues in my city/town.

12. Advocate for charity activities that support disadvantaged people in my
community.

13. Share helpful information for my schoolmates or others in my community.

14. Advocate for environmental protection programs in my community.

Online Diversity Acceptance

In online setting...

15. I am involved in social networks with people from the different cultural
backgrounds.

16. | have friends with different socioeconomic statuses.

17. 1 have communication with people with disability.

18. I have online friends from a different religion.

19. I have friends with different educational backgrounds.

20. | get into sites where people with diverse political orientations interact.

21. | have friends with different sexual identities and orientations.
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